This paper presents the findings of the first known large scale, quantitative study of the quality of IPv6 enablement of university websites. A mathematical algorithm that leverages multiple sources of data gathered from V6Sonar© "agents" distributed globally across multiple locations, was used to calculate the IPv6 effectiveness of 1000 university websites.
Introduction
The two challenges addressed by this study pertain to the fact that the level of IPv6 readiness of international universities is largely unknown. Secondly, the quality or "effectiveness" of universities that have IPv6 web services enabled is also unknown. This study addresses these two challenges by providing the first known published assessment of the IPv6 enablement of universities within a global scope.
Though the need to become ready for IPv6 implementation may not be on the forefront of a university's list of priorities, the effects of not becoming IPv6 ready can have negative implementations much sooner than administrators may anticipate. A university's adoption of IPv6 can affect the institution's teaching, research, innovation, and budget. 1 Partnering institutions and research facilities that are already IPv6 ready, especially those in countries that have already migrated to IPv6, will look to collaborate with other institutions of the same protocol readiness. Hence, being IPv6 ready will be a ruler of an institution's technological advancement. Further, agencies associated with grants are beginning to require IPv6, thus a lack of IPv6 could decrease the amount of monies for research and development. 2 For example, one of the review requirements for the National Science Foundation (NSF) Campus Cyberinfrastructure-Infrastructure, Innovation, and Engineering Program proposals are that the proposals address IPv6 deployment. 3 Therefore, IPv6 readiness can be vital to the growth of a university.
IPv4 exhaustion
The last remaining public IPv4 addresses were allocated by the Internet Assigned Numbers Authority (IANA) to the Regional Internet Registries (RIRs) on February 3 rd , 2011. Four of the five RIRs have depleted their IPv4 address pools and are currently operating under final IPv4 address depletion policies. At the time of writing, only the African Network Information Center (AFRINIC) has IPv4 address space remaining for general allocation and assignment. IPv4 is now a legacy protocol and all future Internet growth will occur over IPv6.
If an organization, such as a university, desires to maintain competitiveness, interoperability, and growth, that institution must become proactive in adopting IPv6. However, anecdotal evidence and recent published studies 4, 5, 6, 7 show that the rate of adoption remains low and suggest a low sense of urgency and lack of understanding among organizational decision makers regarding the potential consequences that IPv4 exhaustion will have on their organization's business model. A failure to proceed with IPv6 adoption can lead to a loss of customers, partners, students, and other opportunities. Furthermore, the risks and costs of maintaining an end-of-life protocol will increase over time in the absence of an IPv6 adoption plan.
Drivers of IPv6 adoption
In 2012, Forbes magazine explored six reasons for businesses to deploy IPv6 through their network. 8 Though the article is aimed at enterprises it is relevant to IPv6 adoption for institutions of higher education.
 Increased Costs: As IPv4 addresses become a scarce resource, the cost of operating and maintaining legacy networks will only increase over time.  Website Accessibility: A university's website is an invaluable and always-available portal through which prospective students explore, apply, and gain a sense and connection to the institution. University websites may run the risk of failing to meet accessibility expectations, or not be accessible at all, if not enabled for IPv6.  Growth of the "Global" University: The global IPv4 address pools are already exhausted, meaning that new users in many regions will increasingly have connectivity over IPv6. Universities do not exist in a vacuum, activities such as research and lecturing go beyond the traditional campus boundaries as universities collaborate and compete on a global level.  User Experience: As IPv6 becomes more widely deployed, users may experience diminished quality when connecting to websites over IPv4. Additionally, universities failing to effectively deploy IPv6 may increasingly be viewed as technological laggards by prospective students.  IPv6 is here: IPv6 is supported and enabled by default on all major operating systems. The multitude of student laptops, smartphones, and tablets that are running IPv6 by default will be generating traffic that may be invisible to security appliances in the campus network IT centers. Content -Measured by looking at the number of websites reachable over IPv6. 6Lab looks into the DNS system to find how many domain names have a bounded AAAA record and checks that the site is actually reachable over IPv6 by opening an HTTP session to the home page over IPv6. According to the World Content Data presented on the 6lab website, there are at the time of writing about 5,700 websites reachable over IPv6, or about 12.4%, versus 45,780 which are not. IPv6 deployment statistics are also maintained by the National Institute of Standards and Technology (NIST). NIST monitors the Domain Name System (DNS), Mail, and Web external core network services of private industry enterprises, federal government agencies, and universities in the United States for IPv6 deployment progress. 16 
Methodology
The sample population of university websites investigated in this study were taken from the Center for the World University Ranking (CWUR) top 1000 universities of the world. The CWUR publishes the only global university ranking based on the quality of student education and training and the quality of research. Eight objective indicators are used by the CWUR to compile the top 1000 list: quality of education, alumni employment, quality of faculty, publications, influence, citations, broad impact, and patents. 17 The information from the CWUR website was entered into a datasheet (Figure 3 ). The datasheet listed the name of the university, the country of origin, and the URL linked to the university and its rank in the CWUR's top 1000 universities. The validity of each URL was tested by inputting the university's URL into a search engine's address bar to verify that the URL did connect to the corresponding university. Once this step was completed, the URLs were input into three different web-based tools to determine if the URL had an associated DNS AAAA record (AAAA records are a domain name to IPv6 address mapping): (1) 20 The following returned information was recorded in the datasheet for each university URL.
In cases where universities were using a CNAME record, these records were traced back to the actual web server containing the A and/or AAAA record. If multiple A and/or AAAA records were available, all records were listed in the datasheet. Figure 3 is a screenshot of the created datasheet Once all university websites were queried, each URL that returned AAAA records was then evaluated for IPv6 effectiveness using V6Sonar©. V6Sonar© assesses IPv6 effectiveness in terms of user experience accessing a website over IPv6 as compared to that of IPv4. To measure IPv6 effectiveness, seven V6Sonar© agents, located in various geographic locations (Figure 4 The results were then recorded and calculated for IPv6 effectiveness by the V6Sonar© tool. The IPv6 effectiveness score for a website is calculated by multiplying the probabilities of two conditional probabilities and is expressed by the formula: Effectiveness = P1* P2 With P1 = Probability that a user who has IPv6 access will connect over IPv6 according to Happy Eyeballs 21 and P2 = Probability that once connected over IPv6 the user will be as happy with the web download as with IPv4. Each probability is calculated using several data sets related to response times, Happy Eyeballs operation, browser types and IPv6 adoption.
Happy Eyeballs (RFC 6555) specifies that operating systems and browsers should attempt TCP connections over IPv6 and IPv4 simultaneously, and choose the protocol that returns the first successful connection. Prior to Happy Eyeballs, clients used a mechanism defined by RFC 3484 which attempted to help drive IPv6 adoption by preferring and connecting over IPv6 if both protocols were available. Figure 5 shows example output from the V6Sonar© tool. The percentages and times represent real-time data provided by the tool for a website under test at each polling time interval. For each score and protocol performance, a green arrow indicates the current measurements were better than those taken at the previous time interval; a red arrow indicates the current measurements were worse. The score shown at the top is the total global IPv6 effectiveness score averaged from all six agents, and in this example is 95%. The IPv6 effectiveness scores from agents is also shown by region (North America, Europe, and Asia), as well as the IPv4 performance time in milliseconds (ms), and the IPv6 performance time in milliseconds (ms). These scores are refreshed and displayed at the polling time interval specified.
Figure 5. Example of IPv6 effectiveness output from V6Sonar©
Findings and results Of the 1000 university Web sites queried only 126 (12.5%) returned AAAA records. Of the top 25 ranked universities, only seven returned AAAA records as shown in Table 1 A visual representation of the 126 universities that returned an AAAA record was created by using the mapping service of Batchgeo.com. Batchgeo is a service that creates Google Maps from inputted data such as address, cities, states, postal codes, or IP addresses. For all universities that returned an AAAA record, the corresponding IPv6 address was copied into the Batchgeo window and a global map was created pinpointing the locations as presented in Figure  6 . The number of university websites returning AAAA records was also cross-referenced to the Regional Internet Registry under which they operate and this information is presented in Table 2 . Table 2 . The number of university web sites reporting AAAA records per RIR regions.
RIR
Next, all 126 university web-site URLs that returned AAAA records were entered into V6Sonar © and assessed for IPv6 effectiveness. Table 3 shows the 25 university websites which returned the highest IPv6 effectiveness as measured and recorded by the average score from all six globally deployed V6Sonar© agents. Higher percentages equal a higher level of IPv6 effectiveness, which means a higher return on the investment an organization has made enabling IPv6 on their external Web services. Table 3 . Twenty-five sites with the highest IPv6 effectiveness as measured and recorded by all global v6Sonar © agents. Table 4 shows the 25 university sites which returned the lowest IPv6 effectiveness as measured and recorded by the average score from all six globally deployed V6Sonar© agents. Low effectiveness can be attributed to many factors; varying IP connectivity through the global infrastructure between IPv6 and IPv4, peering issues between the website host and the provider, ineffective IPv6 management by the provider, or possible issues with the IPv6 service itself on the server. Regardless of the root cause of the low effectiveness scores, universities with low IPv6 effectiveness are not realizing full return on their investment to enable IPv6 on their external Web services. As seen in the table, some sites had an IPv6 effectiveness of 0%. These scores could be due to an anomaly during the testing process. Verifying these results through a second and longer duration effectiveness test is part of the future works of this study. Table 4 . Twenty-five sites with the lowest IPv6 effectiveness as measured and recorded by all global v6Sonar © agents. 
